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INTERNATIONAL ORGANIZATION FOR MIGRATION

10M DATA PROTECTION PRINCIPLES

1. LAWFUL AND FAIR COLLECTION
Personal data must be obtained by lawful and fair means with the knowledge or consent of
the data subject.

2. SPECIFIED AND LEGITIMATE PURPOSE
The puspose(s) for which personal data are collected and processed should be specified and.
legitimate, and should be known to the data subject at the time of collection. Personal data
should only be used for the specified purpose(s), unless the data subject consents fo fusther
use orif such use is compatible with the original specified purpose(s).

3. DATAQUALITY

Personal data sought and obtained shovld be adequate, relevant and not excessive in relation.
to the specified purpose(s) of data collection and data processing. Data conirollers should.
take all reasonable sieps to ensure that personal data are accusate and up to date.

4. CONSENT
‘Consent must be obtained at the fime of callection o as soon as it s reasonably practical
thereafter, and the condition and legal capacity of certain vulnerable groups and individuals
should always be taken into account. If exceptional circumstances hinder the achievement of
consen. the data contrller should, a a minimum, ensure that the data subject has sufficient
knowledge to understand 2nd appreciate the specified purpose(s) for which personal data are
callected and processed.

5. TRANSFER TO THIRD PARTIES
Personal data should only be transferred to third parties with the explicit consent of the data
subject, for a specified purpose, and under the guarantee of adequate safeguards to profect the
confidentiality of personal data and to ensure that the rights and inferests of the data subject
are respected. These three conditions of transfer should be guaranteed in writing.

6. CONFIDENTIALITY
Confidentiality of personal data must be respected and applied to all the stages of data
collection and data processing. and should be guaranteed in writing. All IOM staff and
individuals representing third parties who are authorized fo access and process personal data,
are bound to confidentialty.

7. ACCESS AND TRANSPARENCY
Data subjects should be given an opportunity fo verify their personal data, and should be
provided with access insofar as it does not frusirate the specified purpose(s) for which
personal data are collected and processed. Data controllers should ensure a general poicy of
‘opeaness towards the data subject about developments, practices and policies with respect fo
personal data.
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8. DATASECURITY

Personal dafa must be kept secure, both technically and organizationally, and should be
protected by reasonable and appropriate measures against unauthorized modification,
tampering, ualawful destruction, accidental loss, improper disclosure or undue transfer. The
safeguard measures outlined in relevant IOM policies and guidelines shall apply fo the
collection and processing of personal data.

9. RETENTION OF PERSONAL DATA

Personal data should be kept for as long as is necessary, and should be destroyed or rendered.
‘anomymous as soon as the specified purpose(s) of data collection and data processing have
‘been fulfilled. It may however, be retained for an additional specified period, if required for
the benefit of the data subject.

0. APPLICATION OF THE PRINCIPLES

‘These principles shall apply to both electronic and paper records of personal data, and may be
supplemented by additional measures of protection, depending inter alia on the sensitivity of
the personal data. These principles shall not apply to non-personal data.

1. OWNERSHIP OF PERSONAL DATA
IOM shall assume ownership of personal data collected directly from data subjects or
collected on behalf of IOM, valess otherwise agreed. in writing, with a third party.

12. OVERSIGHT, COMPLIANCE AND INTERNAL REMEDIES
An independent body should be appointed to oversee implementation of these principles and.
to investigate any complaints, and designated data protection focal points should assist with
‘monitoring and training. Measures will be taken to remedy unlawful data collection and data
processing, as well as breach of the rights and inferests of the data subject.

13.  EXCEPTIONS
Any intent to derogate from these principles should first be referred to the M Legal Affairs
Department for approval, as wel as the relevant unit/department at IOM Headauarters.





